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Exercise 1 (10 Punkte):
Using the Pohlig-Hellmann method, solve the dlog problem g = o* mod p for

(a, B,p) = (2, 39183497, 41022299).

Provide all the intermediate steps of the algorithm: show the vector (ay, ... ax) that you use
p—1 p;l
as an input to the CRT to determine z. Also, provide the values for a; = a®' and §; = 57",

where p — 1 = H]fcp‘?i.

1 7

Solution

First, we notice that the order of multiplicative group of IF, factors as
N = #F; =p—1=41022298 = 2 - 29°.

For each prime factor of the form ¢;*, we compute a; = a4 mod pand f3; = BN/qfi mod p,
which gives us elements a; with prime power order ¢;*. In our case,

a; = a41022298/2 = 41022298 51 — /841022298/2 -1

ay = a41022298/295 =4 52 — 541022298/295 = 11844727.
Thus, we reduce the dlog problem to computing the dlog in the prime power groups: o} =
B;, where each dlog is considered module ¢;* (the first one mod 2, the second mod 29°.
Obviously, y; = 0, since we've obtained 3; = 1. To solve the second dlog 4¥2 = 11844727

mod 29°, we simply express ys as ¥ = Ya,0 + ¥2.1 - 29+ Y22 - 29° + Y23 - 29° + Y24 - 29" and try
to determine all yo; successively solving the dlog in the group of order 29 for instances:

(a294)y2,i = (B+ a—yo,l—...—yo,iegi—l)294—1"

In out example, yo = 7 + 8 -29 4+ 26 - 292 + 18 - 29318 - 29* = 13192165 mod p.
to reconstruct the original dlog, we use CRT and solve for z

r=0 mod 2,
x = 13192165 mod 29°,

from where we obtain z = 33703314 mod N and check that this is indeed the answer.



