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Aufgabe 1:
Show that

1. φ(pq) = (p− 1)(q − 1), if ggT(p, q) = 1

2. φ(pk) = pk · (1− 1
p
) for prime p, k ∈ N.

Aufgabe 2:
Let N = pq be an RSA modulus and l(N) = LCM(p − 1, q − 1) (LCM = Least Common
Multiple/ kleinstes gemeinsames Vielfaches). Prove that for a public key e one can compute
the corresponding secret key as

e · d = 1 mod l(N).

Aufgabe 3:
Prove the generalized version of the Chinese Remainder Theorem: let m1, . . .mk be pairwise
relatively prime integers (i.e. gcd(mi,mj) = 1 for all i 6= j). Show that the following system
of simultaneous congruences has exactly one solution x modulo N = m1 · . . . ·mk

x = a1 modm1

x = a2 modm2

...

x = ak modmk.

Aufgabe 4:
Let

RSAe : Z∗
N → Z∗

N

x 7→ xe

Show that

|{x ∈ Z∗
N |RSAe(x) = x}| = gcd(e− 1, p− 1) · gcd(e− 1, q − 1).

Hint: Show that |{x ∈ Z∗
N |xk = 1}| = gcd(k, p− 1) for prime p.


